


We acknowledge the traditional custodians of the land and
pay our respects to Elders past, present and emerging.
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» Current cyber security landscape

» An overview of cyber security practices organisations should have in place
» Top cyber security incident entry points

» Phishing — real life stories

» Cybersecurity in the NFP sector

» Key takeaways

» Useful resources

» Questions & discussion
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Housekeeping

» Please keep your video on & stay on
mute (when not asking questions)

» Enter your questions in the chat or
raise your hand (virtually or
physically). We also have time in the
Q&A session at the end

» This webinar is being recorded and
will be shared within 2 business days
together with a copy of the
presentation
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Security in the headlines
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The latest ACSC statistics

» An increase in financial losses due to email compromise to over $98 million, average loss of $64k
per report

» 14% rise in the average cost per reported cybercrime to over $39k for small, $88k for medium &
$62k for large businesses

» 25 per cent increase in the number of publicly reported software vulnerabilities (Common
Vulnerabilities and Exposures — CVES) worldwide

» Over 76,000 cybercrime reports an increase of 13 per cent from the previous financial year
» Over 25,000 calls to the Cyber Security Hotline - 69 per day, a 15% increase from last FY
» 150,000 to 200,000 Small Office/Home Office routers in Australian homes and small businesses

vulnerable to compromise including by state actors.

Ref: ACSC Annual Cyber Threat Report 2022 (published 4 Nov)
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https://www.cyber.gov.au/acsc/view-all-content/reports-and-statistics/acsc-annual-cyber-threat-report-july-2021-june-2022

Our challenge

1.
2.

3.

NFPs often hold highly sensitive data

NFP staff can be more comfortable talking to people than
working with technology

The human element continues to be a major factor In
breaches - a recent global breach investigation report,
found 82% of breaches involved the human element

(Source: Verizon Data Breach Investigations Report 2022)

. Good system, device and data security practices are also

critical to protect our information

Digital
www.digitaltransformation.org.au Transformation
Hub



Your organisation should have protection

w at these layers...

IT Network

Computing devices e.qg.
servers, laptops, tablets,
smartphones

Applications

Data
Digital
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Ask the audience:

Do you provide documented guidance for staff on
where to save information?

» Yes
» NO
» Not sure
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Data protection S

\ 4

» Where to store organisational data so it is backed up

» Handling information of a confidential nature e.g encrypt it before
emailing, do not store on removable media such as USBs prior to
approval

» How to handle physical documents with information e.g. shred prior
to disposal, do not leave documents with personal information on
desks
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Ask the audience:
Is multi-factor authentication enabled for all your
Internet facing systems with sensitive data?

» Yes

» NO

» Not sure

» Yes, when data is being stored in a risky country
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Ask the audience:
How many different systems are used across your
organisation?

» 3 or less

»4 -8

»9-12

» More than 13

» No idea; people & teams start using new systems by themselves
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User access security

» Length and composition of passwords/passphrases

» Multi-factor authentication: the practice of using a password/passphrase and another
factor to log into a user’s account. Examples of additional factors include those
provided via Google Authenticator or Microsoft Authenticator

» D0 not reuse passwords across user accounts
» Change your password if it has been compromised

» Not to share passwords with other staff.
If this cannot be avoided ensure the password is shared only with those who need it,

there is an understanding of who is using the account with the shared password and
the password is changed if someone who knows it leaves the organisation.
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Ask the audience:
Do you provide staff with guidance on whether
users can work using their own devices?

» NO - we value flexibility & trust

» Yes — they can use their own devices

» Yes — they must use our PC, & can use their own mobile phone
» Yes — they must use our PC & mobile phone

» Don’t know
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Computing device and network S

laptops, tablets,
smartphones

protection requirements

» Physically protect your device

» Lock your screen when device is left unattended (Ctrl + Alt + Del; Win + L)
» Do not install or use unauthorised software
» Keep devices up-to-date
» EXpectations on the use of Bring-Your-Own-Device (BYOD) to access and store
organisational data e.g.
* must be PIN/passcode/fingerprint protected
* must never store personal information about clients
- keep devices and installed apps updated
- install antivirus software
* have remote wipe capability to be used if lost or stolen

» Network security: firewall configurations, secure network protocols, anti-malware
software, VPNs for remote access, wireless network configuration, email filtering
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Network

Computing devices e.g.

Security incident reporting e

Applications

Security incidents are adverse events which pose a threat to
an organisation’s information systems and services

Important to have a contact point for staff to report potential security incidents (e.g. IT
Support) such as:

» Any unfamiliar activity on their devices

» Disclosure of information to unauthorised person

» Lost devices, removable media with organisation’s information
» Unescorted person on office premises

» Lost or stolen physical access cards

Digital
www.digitaltransformation.org.au Transformation
1o Hub



Computing devices e.g.
laptops, tablets,
smartphones

Email, Internet and Social Media use

» Important advice for staff includes:
- Beware of phishing emails
- Use organisational email and the Internet responsibly
 Act responsibly when using social media sites such as Facebook, Twitter, LinkedIn
» Organisational information must not be sent via unauthorised messaging platforms

We have run free monthly webinars for NFP staff that explain phishing basics & how
to keep information secure — recordings are available online. We are about to launch
a replacement, an online self-paced short training session

(with a certificate at the end for those who pay attention!)

Digital
www.digitaltransformation.org.au Transformation

17 Hub



Top security incident entry points

» Phishing: email sent to users with the purpose of tricking users into revealing personal
Information or clicking on web links. Could also be via voice calls, instant messaging apps,
SMS

» Ransomware: malicious software installed on machines causing data to be locked up and
Inaccessible. Could be installed by clicking on links in phishing emails, gaining access to a user
account or exploiting a security vulnerability

» Business email compromise: email interception or email accounts compromised to divert
funds to illegitimate accounts

» Use of stolen credentials: usernames and passwords stolen from online services and then
used to gain access to user accounts

» Supply chain attacks: compromise of supplier systems impacting customer organisations
» Misconfiguration: e.g. user access not revoked when required

» Misdelivery: information of a sensitive nature (e.g. personal information, organisation’s
confidential information) sent to unintended recipients

Source: Verizon 2021 Data Breach Investigations Report, May 2022; Digital
ACSC Cyber Threat Report (July *20- June '21), Sept 2021 www.digitaltransformation.org.au Transformation
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Real life stories - phishing

[Important] <OIrg>  Message Request Failed #3jmo9

» Staff member received this

i € Reply & Reply All —» Forward see .

@ Tc<org> Message Requests <cid@dart-werbung.de= s b emall about messages that

@-Il;'Tr:ET:sasraeg:r‘c;vbalse:nesnva‘i‘:ri'lt::bivg:h:Trigzaar:gc:;s displayed, click here to view it in a web browser, COUId nOt be dellvered

Office 365 » Clicked on the ‘Review’ button.
Was presented with a what

Dear WS looked like a standard MS

Office 365 has prevneted the delivery of 3 new messages SharePOInt Iogln page Wlth

to your inbox as of Monday, August 10, 2020 9:25:50 PM (UTC). thelr username already fllled .

You can review these here and choose what happens to them. ::k;;;im:i':l;w:m‘kmc » They ente red their password

ond licked logn

Thanks » Fortunately, Multi-factor
authentication was employed
and account access was
blocked

» The staff member was still
asked to change their
password
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Real life stories - phishing

Hello
) Reply &) Reply Al —» Forward

) -<|'nfo@executive—directoronly.com>
T
e —

Fri 22/03/2019 12:05 PM

gl
I'd like to change my EFT dd info, can it be effective for the current pay date ? My old account is closed and | changed to a new financial institution.

Thanks

Project Manager
Infoxchange Australia

infoxchange.org

Hello

. ) . 45 Reply | % Reply&ll | — Forward
) - <info@executive-directoronly.com: ) neRy ) nepy A orwar
To . S Fri 22/03/2019 12:30 PM

Find my direct deposit account information below and kindly effect the change. Write back to let me know when deposit starts with my new information..

QUDOS BANK
BS5B: 704 865

ACC NUMBER: 00046250

Thank
S

Project Manager
Infoxchange Australia

infoxchange.org
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» Email request to change
bank account details
received by payroll
department, signed off from a
staff member

» Payroll department
responded requesting new
bank details and not noticing
the ‘from’ email address

» The second email was
received by payroll at which
point, due to the grammar in
the email they realised this
was not legitimate
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/wcia PHISH

A phishing message will generally feature some of these attributes:

8 “Reply to” address different
to the “From:" address.

=0 To: taxrefunds@gmail.com
L2 Subject: Re:Tax Refund Confirmation

1 From: taxrefunds@atogov.com
L0 To: john_doedmaneybani.com.au

Poor spelling,
rammar or Subject: Tax Refund Confirmation &
g Attachment: Tax_Refund pdfese Attachments

design you didn’t
axai TAX REFUND NOTIFICATION ask for. Don't

open them.

Dear Tax payer,

Ge neri C After the last calculation of your fiscal activity we have determined that
you are eligitle to receive a refund of 286.22 AUD. Access the following
g [eet| n gs link to submit your Tax refund. The deadline for refunds is this Friday.

z hipifato goovau conw |
Chek or tap 1o foliow link | ©
Urgent calls
To submit your tax refund by oTher means, call 1300 720 052

A refund can be delayed for a variety of reasons. For example submitting to action
invalid records or applying after the deadline.

Sincerely,
Australian Taxation Office
Document Reference: 927384936

Strange links - position your cursor
to ‘hover’ over a link without clicking.
Does the address look right??



Ask the audience:
Have you been affected by data theft or IT system

compromise?

» Yes
» NO
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Some organisational processes requiring a
security lens

» Finance:
- Ensure delegations of authority are appropriate and reviewed regularly
- Ensure that for large amounts of spend, double sighatures are required
 Verify change of bank account details via alternate channels e.g. request made via
email, use phone call to verify
» HR:

- Make sure on-boarding and off-boarding activities are conducted in a timely manner
and are holistic i.e. if you use software provided by third parties, remember to off-
board as required e.g. Training software packages; Financial management software
packages, Car and or Resource booking etc.

« Conduct security awareness refresher training regularly

« Ensure your organisation takes a grateful approach for reports of lost or potentially
stolen devices, rather than a punitive one.
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45% of not-for-profits
surveyed are yet to

Cyber Security in the sector I

Only 47% of npt_—for-fprofits provide cyber security and privacy
awareness training for staff

Recorded webinar on Cyber Security for NFP staff - _ : :
https://www.connectingup.org/webinars/topic/Information%20Security . of organisations have a process

. in place to manage information !

security related risks

Digital Transformation Hub launching an online self-paced short course

Reasons for not having an information

security polic
1y P y 35% of not-for-profits

are yet to implement
multi-factor authentication

protocols

of organisations have
an information security
policy in place

Lack of  Not sure Don't Other Unsure
budgetor howtogo thinkit's
resources aboutit necessary

Source: Digital technology in the NFP sector report, Nov 22; 625 participants
www.digitaltransformation.org.au
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https://www.infoxchange.org/sites/default/files/digital_technology_in_the_not-for-profit_sector_2022.pdf

Our NFP information security framework

Challenged Basic

User access &
authentication

Information
classification
& security

Device &
network
management

Polices, risk
management
& compliance

User
Education

User accounts are not well
managed.

Information is not classified
and the backup approach
for information stores has
not been thought through.

Device security and
network threats are not
managed.

Policies and compliance
processes are not well
established.

Staff educate themselves.

MFA is effectively configured on Microsoft
365/Google Workspace & sensitive internet-
facing systems. Shared user accounts are
eliminated or minimised & effectively managed
(e.g. pswd vault). System access is reviewed on
a scheduled basis.

Data backup has been considered and
configured as appropriate for all important
information stores. A simple data recovery test is
performed annually.

Windows PCs have antivirus protection. Only
vendor-supported operating systems &
applications are used. Device OS & applications
are reliably patched through manual or auto-
update processes. Default Infrastructure admin
passwords have been changed.

An end-user security policy, information security
policy and privacy policy exist. Third parties with
access to the organisation’s information are
required to keep information safe. Cyber security
risks and protections are discussed at the
executive level at least twice annually.

Induction & annual refresh training effectively
covers staff obligations, security risks BYOD,
good password practice, sensitive information &
who to contact for help.

Intermediate

Strong passwords are required. Processes exist to
manage account breach risk — e.g. alerts, lockouts
and/or log review. Admin rights are minimised,
requires approval, time limited & protected (via
MFA, VPN, SSH etc)

Information categories are defined (sensitive,
confidential, public, etc) and implemented (e.g.
sensitive data is encrypted). A system register
records approved information categories for each
system. Backups are reliable, secure and meet
retention / recovery requirements. A significant
restore is performed annually.

User devices have appropriate, centrally
monitored firewall & antivirus software. Sensitive
information is securely encrypted & can be
remote-wiped. Patch management is undertaken
centrally. Critical patches are deployed

rapidly. Perimeter firewall and wifi configuration
minimises security risk.

An assessment against the ACSC’s Essential 8
has been performed and key risk addressed. An
effective security risk management process exists.
Annual security tests identify & remediate risks. A
security incident response process is

defined. Reasonable steps are taken to meet
legal, regulatory & contractual obligations.

Quizzes or phishing tests check knowledge
annually. Specific training & processes support
high-risk staff (accounts, CEO, CFO, IT etc) — e.qg.
phone call required to verify bank account
changes.

Access to important IT systems/applications
employs Single-Sign on a secure, core
authentication service.

Technical controls restrict staff from storing or
transmitting sensitive data incorrectly. Data
retention requirements are known and addressed
in line with organisational needs and compliance
obligations

A process to identify, prioritise & manage technical
vulnerabilities exists. A vulnerability scanner is
used effectively. Devices that don’t comply with
policies (encryption, patching etc) are blocked.
Devices are built & maintained to best practices
standards (least privilege access, secure
baselines, logging etc)

The organisation has been independently
assessed and confirmed as compliant against an
information security standard such as ISO/IEC
27001.

Training is engaging, tailored by role, available on
demand & effective. A strong security culture exists
— staff actively consider it their responsibility.



NFP Information security roadmap

CHALLENGED

BASIC

INTERMEDIATE

ADVANCED
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Get the basic protections in place — multi-factor authentication, patching, user education, data backups, spam
filtering, antivirus, firewalls and user accounts are confirmed

Begin the governance journey - develop and communicate an end-user security policy while engaging also
the management team to manage cybersecurity risks

Classify organisation’s information, define where it should be stored, how it must be protected and control
who has access to it

Enhance the organisation’s cybersecurity protections — improve patch and asset management, password
practices, user access rights, administrative privileges and incident response processes

The organisation's legal, regulatory & contractual obligations are understood, and reasonable steps are taken
to comply

Strengthen your backup protections and document these

Assess the organisation against the Australian Cyber Security Centre’s Essential 8 and mitigate important
risks

Implement a risk-based approach to managing cybersecurity, validated by planned penetration tests, phishing
tests, vulnerability scans

Continue the cybersecurity journey through a continuous improvement program, and certification to external
security standards.
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Key takeaways to stay secure

1. Multi-factor authentication for each of your core systems
« An extra layer of protection for core systems is critical to securing access
» Use strong passwords/passphrases that are unique for each account i.e. do not reuse these

2. User Education

- Exercise caution with emails you receive that ask you to click on web links, open attachments or
provide information

» Never respond to emails requesting your personal, financial information and passwords

- Email addresses can be ‘spoofed’ and appear to originate from people you know. Be on the lookout
for any requests you receive via email

- Remember fraudsters can create websites that look like the real supplier or banks to capture your
information. Do not log in to a web page that you have reached through a link in an email
3. Essential Eight
* Eight core technical security measures recommended by the Australian Cyber Security Centre to
protect your organisation against a range of risks
4. Make cybersecurity risk management and governance a priority
« Have the conversations on prioritizing cybersecurity within your organisation

 Provide IT security policies for your organisation which should outline how to keep devices and
information safe

- Have a contact point for staff to talk to if they're not sure about an email they receive, or experience
unusual activity on their device

Digital
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Useful resources

» Hub cybersecurity resources: https:/digitaltransformation.org.au/quides/cyber-security

» Cybersecurity webinars for NFP staff and IT Managers:
https://www.connectingup.org/webinars/topic/Information%20Security

» End user security policy template: hitps:/digitaltransformation.org.au/quides/cyber-security/diy-
end-user-security-policy

» IT security policy template: https:/digitaltransformation.org.au/qguides/cyber-security/information-
security-policy-not-profits

» Privacy guidelines and privacy policy template: https:/digitaltransformation.org.au/guides/cyber-
security/privacy-guidelines-not-profits

» The 5 Knows of cybersecurity:
https://www.telstra.com.au/content/dam/tcom/business-enterprise/security-services/pdf/5-knows-of-cyber-
security.pdf

» Report CyberCrime to Australian Cyber Security Centre 'ReportCyber’:
https://www.cyber.gov.au/acsc/report

» Check if your personal details have been compromised in a data breach:
https://haveibeenpwned.com/

» Guidance on ldentity Theft: https://www.idcare.org/
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https://digitaltransformation.org.au/guides/cyber-security/diy-end-user-security-policy
https://digitaltransformation.org.au/guides/cyber-security/information-security-policy-not-profits
https://digitaltransformation.org.au/guides/cyber-security/information-security-policy-not-profits
https://digitaltransformation.org.au/guides/cyber-security/privacy-guidelines-not-profits
https://digitaltransformation.org.au/guides/cyber-security/privacy-guidelines-not-profits
https://www.telstra.com.au/content/dam/tcom/business-enterprise/security-services/pdf/5-knows-of-cyber-security.pdf
https://www.telstra.com.au/content/dam/tcom/business-enterprise/security-services/pdf/5-knows-of-cyber-security.pdf
https://www.cyber.gov.au/acsc/report
https://haveibeenpwned.com/
https://www.idcare.org/

29

Questions and discussion
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