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ESET as an Organization
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30+ years We’re Global Privately held,
in Cybersecurity largest Cybersecurity financially
company in the EU independent
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Consistent Award-Winning Technology

ESET. HELPING TO PROTECT

B Google Play




What is Zero Trust?



Zero Trust (ZT)




ZT Day

Ground Zero —

g




Principle 1 Principle 2 Principle 3

Least
privilege must
be enforced

Assume
breach

All networks
are untrusted




Zero Trust Framework

Workloads




You don’t need to start from scratch

People

JML / RBAC Design

Access re-certification

Two-factor
authentication

Risk based authentication

Privileged User Identity
Management

Biometric based
authentication

Account segregation
Identity Verification

Browser Isolation
Technology

Workload

Cloud workload security

Container security
configuration

VM security
configuration

Runtime container
security

Web application firewalls

Cloud Security Gateway

Connectivity inventory

Workload asset
management

Devices

Device asset
management

Endpoint security suites
(ESS)

Device posture checking

Endpoint Detection and
Response (EDR)

Mobile security suite

Networks

Network asset visibility

Network transmissions
protocol security

Network device
configuration
management

Network segmentation
(virtual / physical)

Micro segmentation
(software based)

Vulnerability
management

Network security policy
management

Data

Data encryption (at rest
& in transit)

Data classification

Data asset classification
and sensitivity analysis

Data leakage prevention
(DLP)

File integrity monitoring
(FIM)

Security Orchestration and Automation

Security Analytics




ESET and Zero Trust



The ESET Zero Trust maturity model

THE ESET SECURITY MATURITY MODEL
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Level 1: Secure Defence

Multi-secured endpoints are the foundation for Zero Trust Security

BUSINESS

ENDPOINT
SECURITY

Endpoint Security: ESET Endpoint Security is our award-winning
endpoint security solution that protects all endpoints and servers
across operating systems using multilayered technology

Access Management: ESET Secure Authentication provides
secure access management with multi-factor authentication to
ensure that all access to company systems and networks are
secure.

Data Security: ESET Full Disk & Endpoint Encryption supports an
organization in data security with certified encryption to ensure
that an organization’s data does not fall into the wrong hands

Cloud-Sandboxing: ESET LiveGuard Advanced ensures that an
organization keeps its network free from all kinds of threats with
the help of cloud sandboxing.



Level 2: Proactive Inspection

Detect anomalies in real time and maintain control over your own perimeter

Endpoint + EDR = Endpoint Protection & Response (EPR)

ESET's Endpoint Solutions
Every single layer of our
endpoint solution delivers
data to ESET Enterprise
Inspector.

A comprehensive EPR solution
to defend against threats

to your network,
including prevention,
detection and remediation

Measures.

ESET Inspect

Sophisticated EDR tool that
lets you analyze large
amounts of data in real
time to detect any threat
early.




Level 3: Anticipatory Intelligence

Preventive protection through a “picture perfect” situation

I ESET Threat Intelligence I

delivers global data

Early warning system Datafeeds

Monitors your assets in secured sources in 110 million sensors, honey

cyberspace with the help Real—time, protects your online Pots, DarkWeb and social

of one of the best data media data and our own

bases in the world. presence, teams of experts ensure
Certificates and apps and quality.

so ultimately your reputation




ESET Zero Trust recommended solutions

THE ESET SECURITY MATURITY MODEL
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SECURE DEFENSE Threat Intelligence
+ Botnet
BASIC PROTECTION . Incident Detection * Malware
» Domain, IP, URL

LOW LEVEL i E Threat Monitoring T APT

E Endpoint Protection Authentication E Isolation (loC) el i

Report

Phishing / Spam Cloud Sandbox
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No Monitoring n Firewall
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ESET PROTECT Advanced ESET PROTECT Enterprise ESET Threat Intelligence
e Security management * Security management (Add-on)
* Endpoint protection * Endpoint protection
* File server protection * File server protection
* Full Disk Encryption *  Full Disk Encryption
* Cloud sandbox * Cloud sandbox
+ * Endpoint Detection and Response

e ESET Secure Authentication
(Add-on)



Action Plan

 Executive buy-in

 Critical asset identification
 |dentity management and governance
 Multi-factor authentication

 SOC strategy and maturity assessment
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