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About the I.T. team

• Formed in  2011

• Off ice 365 s ince i ts  incept ion

• Managed Serv ices/ IT  support

• A wide range of  IT  serv ices

• Major  NFP base of  customers

• Providing IT  serv ices  to  NZ & Austral ian 

organisat ions



Ransomware – The 
Rising Threat?

• Ransomware was biggest between 2010-
2018

• Phishing has eclipsed Ransomware as 
dominant financial electronic crime

• Windows 10/11 has improved security, as 
has modern email protection

• EXE/MSI files blocked by default from email 
transmission

• Attachments heavily scrutinized

• Demands are increasing

• Leak threats are occuring

• AI may trigger a lift



What is 
Ransomware?

• Ransomware is a type of 
malicious software 
(malware) that encrypts a 
victim's files. The attacker 
then demands a ransom 
from the victim to restore 
access to the data upon 
payment.



How Ransomware 
Works

• Hacker gains access

• Encrypts files (may take 
time)

• Notifies User/Requests 
Ransom



Ransomware Variants

• WannaCry: This ransomware caused a global outbreak in May 2017, exploiting a vulnerability in Microsoft's Server 
Message Block (SMB) protocol. It affected hundreds of thousands of computers in over 150 countries.

• Petya/NotPetya: Originally, Petya was a ransomware that encrypted the master file table (MFT) of the NTFS file 
system, making the entire system inaccessible. A later variant, known as NotPetya, was similar but designed more 
for destructive purposes than for collecting ransom.

• Locky: This ransomware was spread via malicious email attachments and was notable for its frequent changes in 
the method of encryption and obfuscation, making it harder to prevent.

• Cerber: Known for being offered as a Ransomware-as-a-Service (RaaS), Cerber encrypted files and then demanded 
a ransom. It was unique for its use of audio message to inform victims about the attack.

• GandCrab: This was another example of RaaS. GandCrab was updated rapidly over its life, with multiple versions 
appearing in a relatively short time frame, each version fixing flaws of the older ones and often changing encryption 
algorithms.

• Sodinokibi/REvil: The successor to GandCrab, this ransomware also adopted the RaaS model and has been 
associated with several high-profile attacks.

• Ryuk: Known for its targeted attacks, Ryuk has been a serious threat to large organizations and has often been 
linked to the TrickBot Trojan.

• Dharma (CrySIS): Dharma ransomware, also known as CrySIS, is a family of ransomware that has been distributed in 
various ways, including through Remote Desktop Protocol (RDP) attacks.

• Netwalker: This ransomware, also known as Mailto, was used in attacks on healthcare providers during the COVID-
19 pandemic.

• Conti: This ransomware uses a double extortion method - not only encrypting a victim's files but also threatening to 
publish stolen data unless a ransom is paid.



Basic Demo



How does it get 
in?

• Phishing (most common)

• Downloads (Torrent)

• Dodgy Websites

• 0-Day Vulnerability

• RDP Exploits



Phishing 
Example



Download Example



Scareware



Zero Day



Example



Recognising the 
Warning Signs

• Dodgy looking emails or websites

• Attachment you open that doesn’t seem to work

• Very slow device, unexpectedly

• Potential popups from Anti-Malware products

• Files inaccessible, unusual writing

• New Text Files on desktop/documents or 
Background altered



Protection/Prevention (pt 1)

• Backups

• Third party SAAS Backup

• OneDrive/Google Drive/DropBox etc

• Potentially an Airgap backup

• Server Backup if required (multiple)

• Strong Email Filtering, well configured

• Endpoint Protection



Protection/Prevention (pt 2)

• System Updates
• 0 – day vulnerabilities need to be 

jumped on quickly

• Protection against Phishing

• Protection against Dodgy 
Websites

• Firewall – configured to block 
certain ports

• User Guidance



Complex Entry Example



Ransom
• Can you pay the ransom?

• Will you get your files back?

• Should you pay the ransom?



Microsoft 365

• M365 is increasingly improving its 
security protections



What does Base 
365 do to protect 
you?

• Forefront – Basic Email filtering, will protect you 
against the key threats

• Windows Defender – decent if not brilliant 
protection on your device

• Sharepoint/OneDrive – protection built in

• Recycle bin – Backups don’t exist but rollback does 
occur

• Windows significantly more secure than 10 years ago



What advanced
functions exist to
protect you?

• Defender for 365 (ATP)
• Available in Business Premium or specific licenses
• Better protection against Phishing, Malware, etc
• Allows Advanced Quarantine
• Tooltups (Security Labels on emails)

• Defender for Endpoint
• Built upon Windows Defender
• Advanced Protection and alerting
• Higher License types have heavy protection

• Defender – Advisories
• Notifications of major threats that may require

intervention

• Standard functions such as MFA, Conditional Access 
etc will improve your protection



Additional 
Protections

• Advanced SOC/SIEM service
• RocketCyber
• Huntress
• SKOUT

• Advanced Endpoint Protection
• SentinelOne
• CrowdStrike

• Third Party 365 Backup

• Patch Management

• Server Backups/Airgap



AI

Whats next?



Where to from 
here?

• Assess your current situation

• Determine your highest risk

• Create a plan

• Delve deeper into 365



QUESTION TIME

Maintaining the health of your I.T. system

webinar@theitteam.co.nz



Maintaining the health of your I.T. system

THANK 
YOU

the I.T. team has been in business since 2004 .

Our focus has always been on offering a fresh range of I.T. 
related services and support designed to help client 
organisations maximise productivity and protect themselves 
from all kinds of data related risks.

theitteam.co.nz
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