
Preventing Account Takeover
by Cyber Criminals
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Have you received phishing email in the last 3 months?

Yes

Maybe

No, we have robust anti-spam platform
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Poll

Would you accept the invite? 

Yes

Maybe

No
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Evolving threat landscape

Ransomware As A Service

• More accurate & stable exploit 
as developers focus their 
expertise in development.

• Lower skill barrier entry for 
affiliates, increasing the 
number of threat actors.

• Refined tactics to increase 
likelihood of successful 
ransom payout.
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Case Study
Cyber crime is a growing industry globally 

• Elliptic firm identified over 
$90mil USD made to DarkSide 
and affiliates crypto wallet 
over last year from 47 victims. 
Avg approx. $2mil USD/victim.

• Colonial Pipeline paid $4.4mil 
USD to DarkSide.

• Cybercrime is a big industry 
where most of initial 
compromise is from phishing 
attacks, zero-day exploits, and 
password spray.

Ian Beer
WiFi Packet of Death
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In Australia
Cyber crime is a growing industry globally 

*ACCC Scams Activity Report 2020*ACSC Annual Cyber Threat Report ‘19-’20
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Data Breach Examples
• LinkedIn – 2016
• FPNSW – 2018
• Page Up People – 2018
• Melbourne Polytechnic TAFE - 2018
• Canva – 2019
• Spotify - 2020
• Zoom – 2020
• Scouts Victoria – 2020
• AFL - 2020
• Optus - 2020
• Eastern Health (Cabrini Health) - 2021

Many of these data leaks are publicly available on the dark web for free, 
although initially, access is paywalled on data leak forums. 

Eventually compiled into one big database, called COMB
(Compilation Of Many Breaches).

These data leaks can also be cross referenced to create target profile.
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Password Re-use
• Analysis on compiled data breach for most used passwords

• Data leak dump examples like rockyou.txt and COMB

• Password1, Welcome1, Welcome2020, Winter2020!

Multi Factor Authentication
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Poll

Do you implement Multi Factor Authentication 
in your organisation?

Yes, policy enforced for all

Yes, for some accounts

No



• Client A
- Email account compromised due to credential theft via email phishing link.
- Attacker access O365 account and hijacks email conversation.
- Using hijacked email, attacker ‘authorises’ $30,000 payment for an invoice to financial controller.
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Business Email Compromise
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Payment Redirection

• Verification procedure for change 
of financial detail from debtors, to 
creditors?

• Simple phone call verification.

• Cyber security insurance policy.

• Continuous phishing training.
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Payment Redirection is difficult to detect because 
email is sent from legitimate source as account was 
compromised.

• Original MTA source comes from genuine Microsoft 
as seen in prod.outlook.com subdomain.

• SPF/DKIM/DMARC will pass validation if sender 
organisation has set them up correctly.

• Microsoft has analysed the email and concluded it’s 
not spam or malicious email.

Payment Redirection



Demo – Phishing attack
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Poll

Confidence rate in defending against phishing attack:

100%. No one in my company will fall for phishing attack.

70%, I know some people will get phished.

I’ve not done an assessment to understand my staff risk.

We have continuous phishing training.
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Impact on NFPs
What does this all mean for NFPs? What we know:

• Shift to RaaS model: 
o Expert developers focus their time on producing more accurate and stable exploits. 
o Skill barriers to entry is much lower, as affiliates can purchase malware products and click a button 

to start an attack which means the number of attacks will increase.

• Damage from system compromise is several:
o Client Privacy – Breach of Probity clause (DFFH Service Agreement or DHHS obligations).
o Reputational – Loss of client/customers, fundraising capability.
o Financial – Loss of funding/grants, fraudulent bank transfer.
o Legal – Halt of operation from cyber investigation, possibly lawsuit from data breach 

($1,000 - $20,000 per individual)

• Threat will persist long in the future; NFPs need to take action to strengthen their cyber security posture 
no matter how small the organisation size.



16

MITRE ATT&CK
Framework that describes an attack chain process based on real-world observations.

Adversarial Tactics, Techniques, & Common Knowledge
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Mitigation Strategies

*FireEye DarkSide Threat Research

• MFA

• Cyber Security 
Training

• EDR

• Stateful firewall

• Harden AD

• Application
Whitelisting
(AppLocker)

• Network 
Segregation

• Role Based
Access Control

• Audit Firewall
Rules

• Vulnerability
Scanning
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Cyber Security Awareness Training 
(CSAT) Program 2021

Please contact us for more information 
1800-892-200 or info@itconnexion.com

Fully funded by AusGov, no cost to NFPs

Customised white-hat phishing campaigns

Weekly consultation and monthly statistical reports

Click here to REGISTER

https://www.itconnexion.com/itconnexion-csat-program-2021-REGISTRATION/


This project is funded by the Australian Government Department of 

Industry, Science, Energy and Resources through the Cyber Security 

Business Connect and Protect Program.

In the spirit of reconciliation,  ITConnexion Pty Ltd acknowledges the Traditional Custodians of 
country throughout Australia and their connections to land, sea and community. We pay our 
respect to their elders past and present and extend that respect to all Aboriginal and Torres 

Strait Islander peoples today.

19



Provide access to online cyber security awareness training 
modules for the organisations’ employees

White-hat phishing campaigns which will simulate realistic and 
challenging phishing attacks customised to the organisation 
industry/sector and localised to their area to increase the relevance, 
which includes: 

■ Managed simulated phishing campaigns 
■ Personalized training for end users caught in a simulated 

attack Progress reporting on phishing and training results
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Consultation to discuss the training result and 
other cyber-risk

A webinar to educate Executives and key 
Stakeholders on cyber-risk mitigation strategies

Cyber Security Training Program



Program Stage Activities Duration Participant

Acceptance Stage Program Briefing

NDA & Agreement

Information Gathering

1 week approximately ITConnexion, Client’s 
Executive

Onboarding Stage Training Campaign Setup 1 week approximately ITConnexion

Employees Training Stage Online Training Portal

Phishing Campaign

Weekly follow-ups and progress report

8 Weeks ITConnexion, Client’s 
Employees, Client’s 
Executive

Executive Training Stage Final Report & Discussion

Client to complete Australian Government 

Cyber Security Assessment Tool 

2 days approximately ITConnexion, Client’s 
Executive

Wrap-Up Stage CSAT Program Executive Webinar

Client Survey & Feedback Form

Follow-ups Discussions

2 days approximately ITConnexion, Client’s 
Executive

Program Delivery & Schedule

21



22

About ITConnexion
ITConnexion (founded in 2003) is a next-gen IT MSP operating in 10 cities and 2 countries 
with approximately 50 employees. 

We provide the technology advice, solutions, and services around ICT support, 
infrastructure, cloud, cyber-security, and  software development (mobile/web apps, 
SharePoint, Dynamics, PowerBI, etc.)

We have a strong client base in the NFPs, Government Agencies, and Peak Body 
Associations sectors; and a growing base of professional services, research and education 
institutions, healthcare, and multinational finance companies.
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ITConnexion partners with world-leading technology vendors 
to give our clients access to the best technologies and 
innovative solutions that they can use to address their 
business challenge.

We train our team to master these chosen technologies so 
we can help our clients extract the maximum value of their 
technology investment. 

We have strong partnership level with leading technology 
providers, such as Microsoft Gold Partner, Sophos Gold 
Partner, Datto Premier Partner, HP Enterprise Partner, and 
Accredited Digital Seller for the Australian Government

Partnership



Questions?
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2 / 22 Gillman Street  Hawthorn East  VIC 3123 

1300 89 22 00  |  contactus@itconnexion.com |  www.itconnexion.com


