CYBERSECURITY THREATS AND
HOW MICROSOFT 365 CAN HELP

PROTECT YOUR MOST SENSITIVE
DATA

27th May 2021

Thank you for joining - we'll be starting soon

theIT team
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WHAT DO WE HOPE YOU TAKE AWAY?

* Learn about possible attacks to your organisation
» Overview of the large variety of Security/Compliance features in M365

* Takeaway the key essentials for your organization, and ideally a
direction

* Prescription — Pathway
e Ask questions, questions, questions!
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About the |I.T. team

« Formed in 2011

« Office 365 since its inception

- Managed Services/IT support

- A wide range of IT services

« Major NFP base of customers
 Providing IT services to NZ & Australian

organisations

(Q

thel.T. team

Maintaining the health of your L.T. system




IMPORTANCE OF SECURITY

 Attacks are increasing in frequency
 Attacks are increasing in sophistication
* Expectations are rising

* NFP/NGO’s have highly sensitive data

* Ransomware and financial threats are becoming a factor
and can be devastating



HISTORICAL CONCERNS/PRIORITIES

1. Organisation from being prevented from working (and loss of data)
2. Organisation (and individuals) having reputation damage

3. Business Secrets and Finances being leaked out

4. Customer/Personal private data being leaked

5. Accidental leaking of sensitive data (from authorised personnel)

6. Intentional extraction/leaking of sensitive data



CLASSES OF PROTECTION

* Continuity

 Security protection to prevent/minimise outages and lost productivity, includes
Ransoms

* Data Privacy/Security

* Preventing data from being extracted by third parties

* Data Traversal/Exfiltration Protection
* Preventing unintentional and intentional data leaks from the inside.



TYPES OF ATTACKS

* Phishing — Attacker targets employees by email or other unsafe links or websites

* Spear-Phishing — attacker uses information specifically about a user to construct a more plausible

Phishing attack

* Brute Force Attack — attacker tries a large list of possible (or leaked) passwords for an account or

set of accounts

* Device Compromise — Malware on a device (virus, ransomware etc) without consent

* Lost or Stolen Device — intentional or unintended access to a device



Common Phishing

Action Required: Update your payment information now

Microsoft Online Services /ction Required: Update your payment ,amail microsoftonline.com>
information now
-]

Shaw Dot:
SNOW Lelals

To protect your privacy, some pictures in this message were not downloaded. Jownload pictures

Attention: Your payment has been declined. Please update your payment information today to avoid service
interruption. | View this email in your browser.

Office 365

Your payment has been declined.

Please update your payment information now.

UPDATE YOUR PAYMENT INFORMATION

Organization: Corporation

Our records indicate that the payment method you used to purchase Office 365 Business Premium was
declined. Please contact your bank for the details on the failed charges.

To avoid service interruption, please update your payment information now.
Sign in to the customer porta!l with your User 1D:

Name: John Doe
User ID: admin@corporation.com

We appreciate your prompt attention to this matter, and look forward to continuing to meet your business
needs.

Sincerely,
The Microsoft Online Services Team
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Enter password

Password

Forget Password




MICROSOFT
365 vs OFFICE
365 PLANS

m -

Free $3.00 per First 10 $3.00 per $8.00 per $22.80 per
user/month licenses free; user/month usermonth user/month
$5.00 per
user/month

thereafter



CORE SERVICES IN M365

Central Features of M365

e Exchange Online (Email)

» Office Software (Work, Excel, Outlook)

e Sharepoint & OneDrive (Document Storage)

* Azure AD/Intune

Assumptions?



Priorities
Preview
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Windows Updates

Exchange Online
Protection

Windows Defender
Antivirus

QR |

Multifactor
Authentication

QIR IR|R

Defender for 365 (ATP)

QIRQIQRIQ K

Azure AD Workplace Join

BitLocker

Conditional Access

QIRQRURIRXIRX QR R

Data Loss
Protection Basic

QRKXIRQRIR QX |Q

MDM (Mobile Device
Mgmt)

QAU IRIQXIRIQR IR IXR|R

Defender
Firewall[Exploit

QIRANNQQRXIQRIQIRIR|R

Defender
Identity/Endpoint

Risky Sign Ins

QIRAIRRRXRRRQRRNQR|Q|Q

Data Loss Protection
Adv.

QIRRQRXRXRQXKXRIRXNQQQX|R

Microsoft 365 License: Basic

Basic

Premium




Security Compliance ldentity



SECURITY FEATURES

- Defender Firewall

- Defender Exploit Guard

- Defender Credential Guard

- BitLocker

- Windows Information Protection

- Microsoft Defender 365 (AKA Advanced Threat Protection)



COMPLIANCE FEATURES

- Azure Information Protection
- 365 DLP for Emails & Files

- Sensitivity Labels (Manual)

- Retention Labels (Manual)

- Litigation Hold

- Office Message Encryption (Basic)



IDENTITY FEATURES

- AD Premium (Plan1l)

- On Prem AD Sync for SSO

- Cloud App Security Discovery
- MFA

- Conditional Access

- Windows Hello for Business



FOCUS FEATURES FOR TODAY

- Intune (Pre-requisite)

- MFA (Identity)

- Microsoft Defender for Office 365 (Security)

- BitLocker (Security)

- Defender Exploit Guard & Credential Guard (Security)
- Litigation Hold (Compliance)

- DLP (Compliance)



Intune (Pre-Requisite)

Microsoft Intune is a cloud-based service that
focuses on mobile device management (MDM) and
mobile application management (MAM).

You control how your organisation’s devices are

used, including mobile phones, tablets, and laptops.

Manage Applications
Manage Configurations

Manage Compliance

Home

)] Windows | Windows devices -

B Windows devices

Windows enrollment

Windows policies

Ls Compliance policies

[b Configuration profiles

M powerShell scripts

Profile name

Chrome - Custom Bookmarks

Chrome - Enable Bockmarks Bar

Chrome - Windows 10 Accounts

Chrome ADMX Ingestion

O Refresh Y Fiter == columns |k Export

Filters appliec: OS

Qﬁ Bulk Device Actions

P Search by IME],serial number, email, user principal name, device name, management name, phone number, model, or manufacturer

Shawing 26 to 50 of 58 records

Device name Ty Managed by TJ
ITT-5CGB171GP) Intune
ITT-5CGB327TNOW Intune

Ownership Ty

Corporate

Corporate

Filters applied: Platform, App type

Compliance Ty 05 0S version Ty
@ Compliant Windows 10019042985
O Compliant Windows 100213181000
9042.985

Platform 9042.928

204,

Windows 10 and later

9042.985

Windows 10 and later *
9042.985

- 4 9042.985
Windaws 10 and later

Windaws 10 and later

 Search by name or publisher

Name

3CXPhaone for Windows

7-Zip
Acrobat Reader DC
EPOS Connect

Google Chrome

N

Type

Windows M5! line-of-business app
Windows M5! line-of-business app
Windows app (Win32)

Windows MSI line-of-business app

Windows MSI line-of-business app



|dentity — Multi Factor Authentication
(MFA)

B2 Sign in to Microsoft Azur X W)

microsoftenline.com/commonylogin

Microsoft Azure

* Multifactor authentication (MFA) adds a layer of

B Microsoft

protection to the sign-in process. One factor
. . . . bala@contoso.com
authentication is just a password. Veriy your identity

6 Approve a request on my Microsoft

Authenticator app

* Phone Call or SMS message

EI Use a verification code from my maobile app

* App Code or Push Notification

D Text +X XXXXXXXX40

%‘ Call +X XXXXXXXXAD




Security — Microsoft Defender for Office
365 (P1)

€2 Reply [ Reply All £ Forward G5 M

1.safelinks.protection.outlook.com/y ¥@ls m -;il com:>
“ furl=http://atus.wwu.eduBdata=02|01 @gmail.c

To r 140
g

oahzl
Please visit our we Click or ta

. . . 1&%:%11
Contains the following technologies:

e Safe Links. ATP Scan In Progress .

Cutlook itern

» Safe Attachments for SharePoint, OneDrive, .
and Microsoft Teams, Exchange.

Please open the attached file for more information.

° AntI-PhIShlng 1. Standard

This is the default value. The severity of the action that's taken on the message

i Rea I_tl me detectlons depends on the degree of confidence that the message is phishing (low, medium,

high, or very high confidence).
Impersonation
Enable users to protect (14/60) o

Enable impersonation protection for up to 60 internal and external users.

Learn more about adding users to impersonation protection

Manage 14 sender(s)



Security — BitLocker

Deployed with Intune

If computer is stolen, without the password the machine
is useless.

If the device is stolen, the hard drive can not be taken out
and its contents examined, as the data is encrypted.

Can set recovery key to be saved into Azure (Cloud) so if
something happens to need the recovery key, it can be
retrieved.

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive
C: BitLocker on

L ] o Suspend protection

-8l . Change how drive is unlocked at startup
% nack up your recovery key
iy Turn off BitLocker

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.



Security — Microsoft Defender Exploit
Guard

Deployed W|th Intune Fndp‘oint protection

0 Basics 9 Configuration settings

v Microsoft Defender Application Guard

* Attack Surface Reduction (ASR)Z A set of controls that enterprises can enable to
prevent malware from getting on the machine by blocking Office-, script-, and email-based

~ Microsoft Defender Firewall

~  Microsoft Defender SmartScreen

threats.
~ Windows Encryption
* Network Protection: protects the endpoint against web-based threats by blocking any 7 Mierosoft Defencer fipor Guars
outbound process on the device to untrusted hosts/IP through Windows Defender SmartScreen. s Attack Surface Reduction
~v Controlled folder access
* Controlled folder access: protects sensitive data from ransomware by blocking « Network fitering
untrusted processes from accessing your protected folders. « Exploit protaction

~  Microsoft Defender Application Control

® Exploit Protection: Asetof exploit mitigations that can be easily configured to protect
your system and applications.

»  Microsoft Defender Credential Guard

* Credential Guard: virtualization-based security to isolate secrets so that only privileged

system software can access them. Credential Guard @ Enable with UEFI lock




Security — Microsoft Defender Firewall

oo & Endpoint security | Firewall
R hhomd

A firewall is a network security system that
monitors, and controls incoming and outgoing
network traffic based on predetermined
security rules.

Microsoft Defender Firewall can be managed
from Intune:

- Forcing Microsoft Defender Firewall to be
On in certain scenarios. N

- Setting custom rules and pushing them out
to all workstations.



ldentity — AD Premium

Important for using Azure AD Workplace Join
effectively:

* Allows Authentication of Workstation to
AzureAD

Other user

Features over AD Basic:

Password

e Custom Banned Password

[ ign in to: AzureAD
* Self-Service Password reset/change/unlock e s

How do | sign in to another domain?




ldentity - Conditional Access (& MFA)

Protects Cloud Applications from unauthorised access
attempts.

Signals Verify every access Apps and data
attempt

- O
Allow access
. 101010
: o1o101
. 101010
- ®
Require MFA 0= C)
L O

Block access




ldentity - Conditional Access (& MFA)

Home

s+= Conditional Access | Policies X

ASS

. T~ New policy ;« What If '3'-.'_.3' Refresh & Got feedback?
i= Policies
@ Insights and reporting ‘/ h policies t Add filters 1 out of 1 policy found
# Diagnose and solve problems Palicy Name Ty State Ty Creation Date T Modified Date Ty
Manage CA Policy Report-only 5/18/2021, 11:46:10 AM 5/19/2021, 3:11:33 PM ERE

4> Mamed locations

i! Custom controls (Preview)
Terms of use
VPN connectivity

a

Authentication context (Preview)

= Classic palicies

Troubleshooting + Support

= Virtual assistant (Preview)

MNew support request



Compliance - Message Encryption (Basic)

Office 365 Message Encryption

Allows you to send encrypted email to
people inside or outside your organisation,
regardless of the destination email address
(Gmail, Yahoo! Mail, Outlook.com, etc.)

To view encrypted messages, recipients can
either get a one-time passcode, sign in
with a Microsoft account, or sign in with a
work or school account associated with
Office 365.

& Encrypt ~ Use Voting Buttons ~

Set permission on this item

The IT Team Ltd (alex @theitteam.co.nz)

]

>

v | Encrypt-Only
Do Mot Forward
The IT Team Ltd - Cenfidential

The IT Team Ltd - Confidential View Only



Compliance — Litigation Hold

Prevents users from permanently deleting all or
chosen content

Primary function of a Litigation Hold is to protect
data in case there is a lawsuit in action, and some
emails might be evidence

You can use it, as many other companies do, as a
means to backup sensitive data, just in case

-

general

mailbox usage

contact information

organization
email address
mailbox features
member of

MailTip

mailbox delegation

Disable

MAPI: Enabled
Disable

Litigation hold: Disabled
Enable

Archiving: Enabled

Local archive created

19.02 MB used, 0% of 50 GB.
Disable | View details

Mail Flow

Delivery Options

Delivery options control forwarding and recipient limits.
View details



Compliance — Data Loss Prevention
(DLP)

What is Data Loss Prevention?

Detects sensitive content as it is used and shared throughout your
organization, in the cloud and on devices, and helps prevent
accidental data loss

e Block
* Warn
* Notify



Compliance — DLP Sensitive Info Types

= Credit cards

= Bank Account number

= Drivers License number

= |Inland Revenue / Tax Number number

» Ministry of Health / Medical Account Number
= Drivers Social Welfare number

= Business / Company Number

= Custom

Next slide to showcase DLP warning on sending credit card info



Infa - Message (HTMWL)

File Message Insert Options Format Text Review Help
.:l:. £ w -— 11—
ﬁj Calibri (Bod ~ |11 ~ A” A" [ iIZ~ 1=+ | A QQ
I =
Paste . B I U 2. M- IEIE a— == Address Check
w gFormatPamter - f— - — = = Book Mames
Clipboard lu Basic Text l= Mames
To chris@yahoo.com

B

Send Cc

Subject Info

Hi,

| © &

Attach | jn) Signature

File ~

e

Include

e

F¥ Follow Up ~
! High Importance

=

Assign
Policy ~ J- Low Importance

Tags

P

()

Dictate

Vaice

Sensitivity

®)

Insights

Add-in

View
Templates

iy Templates



Compliance —Sensitivity Labels

Enforce protection settings such as encryption or watermarks on labeled content. For example,

your users can apply a Confidential label to a document or email, and that label can encrypt the content and
apply a Confidential watermark

- Soarch Shos ®
ant to do 12 Share O ~ \
- Q Public General Confidential
Cells Edting £ Public
|

Highly
Confidential

General

Confidential
d v Highly Confidential Can be shared freely Can be shared Can be shared on a Critical data for the
© Leamn Mm—j with external parties. throughout the need-to-know basis. organization. Only
— For public organization. For Visual markings shared with named
consumption. No internal use. No include watermark, recipients. Cannot
H visual markings. visual markings. header, and footer. print nor download.




Compliance — Retention Labels

Here are some things you can do with retention

labels: Apply retention [abel
Customer Record
* Assign a label that defines a date upon which you can either delete None
the content or trigger a disposition review. Contract agreement
* Use a retention label to classify content as a "record." In this case, a Contract Doc Test
label can’t be changed or removed, and the content can’t be edited or Customer Record ]
deleted . | ltems tagged with this label will be kept for 7 years, then deleted

e Start a retention period from when the content is created or from the

time when the label was applied.
* Apply a default retention label to an entire document library



Compliance — Labels Logical Workflow

e Creates a label
e Publishes the label to locations selected in a label policy

* Works on a document and sees the available labels
* Classifies the document by applying a label

* Enforces retention rules on the document based on
the applied label




||| Compliance — Retention

THE RETENTION ICEBERG

We need Retention

“To remain compliant, we need
10 apply retention and deletion
CONMLrois across our tenant”

What retention type How should it be applied?

should we apply? Broad-reaching? Targeted? Manual?
olicy? Retention label Automated? Custom solution?..

3 ( R o g Hyornigd

When should the

retention start? = = — — > g5.’e
: iRt , < Where should we retain it?




Prescription
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Windows Updates

Exchange Online
Protection

Windows Defender
Antivirus

QR |

Multifactor
Authentication

QIQIR|R

Defender for 365 (ATP)

QIRQIQRIQ K

Azure AD Workplace Join

BitLocker

Conditional Access

QIRQRUIRXIRXIRXR QR R

Data Loss
Protection Basic

QRKXIRQRIR QX |Q

MDM (Mobile Device
Mgmt)

QAU IRIQXIRIQRIRIXR|R

Defender
Firewall[Exploit

QIRANQQRXIQRIRQIRIR|R

Defender
Identity/Endpoint

Risky Sign Ins

QIRAIRRIRXRRRQRRNQR|Q|Q

Data Loss Protection
Adv.

QIRRQRXRXRQXKXRIRXNQQQX|R

Microsoft 365 License: Basic

Basic

Premium




M365 E5 — Why?

= Trainable Classifiers to identify content to label

= Automatic Sensitivity Labels

= Auto-apply Retention labels based on machine learning classifiers

= Advanced Audit & Advanced eDiscovery.

= Azure AD Premium P2 — Risky Sign-ins, User Risk levels, Just-in-time

privileged access



Common attacks and Microsoft capabilities that protect your organization

Ca lities with blue text are included
in this guidance.

Identity-based attacks

Device-based attacks

Begin attack

Phishing

Attacker targets
employees by email or
other unsafe links or
websites.

Y

Spear-phishing

Attacker uses information

specifically about a user to
construct a more plausible
phishing attack.

Brute-force attack — g
Attacker tries a large list

of possible passwords for

a given account or set of

accounts.

Other similar attacks:
Watering hole attacks,
leaked passwords,

Devices compromise —

Malware is installed on
the device. This can
include viruses, spyware,
ransomware, and other
unwanted software that
installs without consent.

Lost or stolen device ———»=

Any employee clicks on a link and
enters their credentials.

Exchange Online Protection blocks
malicious hyperlinks in a message.

Office 365 Advanced Threat Protection
protects against links in mail and files that
are redirected to unsafe sites, Protection
continues dynamically after mail is
delivered.

Windows Defender SmartScreen checks
sites against a dynamic list of reported
phishing sites and wams users.

Weak passwords are systematically
identified.

Azure AD password protections enforce
minimum requirements for passwords,
dynamically ban commonly used passwords,
and force reset of leaked passwords.

Azure AD Smart Account Lockout
ternporarily locks out accounts with high-risk
login activity.

For on-premises networks, Advanced Threat

Analytics detects brute-force activity targeted
to the domain.

Malicious files and viruses are introduced —p»
into the environment.

Exchange Online Protection scans for and
blocks known malware and viruses.

Office 365 Advanced Threat Protection tests
incoming files for unknown malware and
viruses before they are delivered.

Windows and Office updates protect against
new threats to this software.

Windows Defender Application Guard for
Microsoft Edge protects against advanced
attacks coming from the Internet.

Windows 10 Device Guard only allows trusted
applications (defined by you) to run.

Possession is unknown.

\J

Intune device configuration policy enfarces
password and/for pin requirements and
wipes the device after a specified number of
failed login attempts.

Enter

Attacker uses stolen credentials to gain —#
access to the user's mail and files.

Multi-factor authentication prevents
password-only access to cloud services,
including Exchange Online mailboxes and
OneDrive for Business files.

Azure AD conditional access rules block
access from unmanaged PCs.

Azure AD Smart Account Lockout
temporarily locks out accounts with high-risk
lagin activity.

Risk-based conditional access protect apps
and critical data in real time using machine
learning and the Microsoft Intelligent
Security Graph to block access when risk is
detected.

Any employee clicks on a malicious link ——p
or opens a malicious file.

Windows Defender Antivirus scans for
malware, viruses, and security threats.

Windows Defender SmartScreen checks to
see if new apps lack reputation or are
known to be malicious, and responds
accordingly.

Windows Firewall protects against
unauthorized access.

Securing Privileged Access Roadmap

provides guidance for protecting
workstations used for privileged access.

Attacker gains access into
the device.

Windows 10 UEFI Secure Boot helps protect the
boot process and firmware against tampering,
such as from a physically present attacker.
Windows 10 BitLocker protects files from access
without the user credentials.

Traverse

Attacker moves laterally, gaining
access to cloud services and
resources in the environment.

Azure AD conditional access rules can
protect all Saas apps in your
environment with multi-factor
authentication and other protections.

Cloud App Security detects and alerts
on anomalous activity for all SaasS apps
in your environment, including activity
originating from new and infrequent
locations, suspicious locations, new and
untrusted devices, and risky IP addresses.

Securing Privileged Access Roadmap is
guidance to mitigate lateral traversal and
credential theft techniques for your on-

premises and hybrid cloud environments.

For on-premises networks, Advanced
Threat Analytics identifies abnormal
activity by using behavioral analytics and
leveraging Machine Leaming.

Attacker moves laterally, gaining
access to cloud services and
resources in the environment.

Intune device compliance policies
define criteria for healthy and
compliant devices.

Azure AD conditional access rules block
access from noncompliant devices and
enforce multi-factor authentication for
access to cloud services.

Cloud App Security detects and alerts
on anomalous activity.

Windows Defender Advanced Threat
Protection is a service that helps detect,
investigate, and respond to advanced
attacks on your networks.

Windows 10 Credential Guard prevents
attackers from gaining access to other
resources in the organization through
Pass-the-Hash or Pass-the-Ticket attacks.

Exfiltrate data

Attacker removes data from the
environment.

Cloud App Security detects and alerts
on anomalous activity, such as download
activity, and can suspend user accounts.

Intune Mobile Application Management
rules prevents business data from
leaving approved business apps on
mobile devices.

Windows Information Protection (WIP)
protects business content on devices
with file level encryption that helps
prevent accidental data leaks to non-
business documents, unauthorized apps,
and unapproved locations.

Office 365 Exchange mail flow rules
prevent auto-forwarding of mail to
external domains.

Office 365 data loss prevention (DLP)
rules prevent sensitive data from leaving
the environment.

Azure Information Protection and Azure
Rights Management encrypts and
permissions sensitive files. Protection
travels with the files.

Azure technologies provide encryption
for disks and storage, SOL Encryption,
and Key vault.

SOL Database dynamic data masking
limits sensitive data exposure by masking
it to non-privileged users.

SOL Threat Detection alerts on
suspicious database activities, potential
vulnerabilities, and SQL injection attacks,
as well as anomalous database access
patterns.

Azure Backup is a service you can use to
back up and restore your data in the
Microsoft cloud. This service includes
capabilities to protect your backups from
ransomware.

This topic is 2 of 12 in a series
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THANK
YOU

the I.T. team has been in business since 2011.

thel.T. team

Maintaining the health of your L.T. system

Our focus has always been on offering a fresh range of I.T. related services
and support designed to help client organisations maximise productivity and
protect themselves from all kinds of data related risks.

theitteam.co.nz

Maintaining the health of your I.T. system the IT team

Maintaining the health of your L.T. system



