
CYBERSECURITY THREATS AND 
HOW MICROSOFT 365 CAN HELP 
PROTECT YOUR MOST SENSITIVE 
DATA
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Thank you for  jo in ing – we’ l l  be start ing soon



WHAT DO WE HOPE YOU TAKE AWAY?

• Learn about possible attacks to your organisation

• Overview of the large variety of Security/Compliance features in M365

• Takeaway the key essentials for your organization, and ideally a 
direction

• Prescription – Pathway

• Ask questions, questions, questions!

Maintaining the health of your I.T. system



About the I.T. team

• Formed in  2011

• Off ice 365 s ince i ts  incept ion

• Managed Serv ices/ IT  support

• A wide range of  IT  serv ices

• Major  NFP base of  customers

• Providing IT  serv ices  to  NZ & Austral ian 

organisat ions



IMPORTANCE OF SECURITY

• Attacks are increasing in frequency

• Attacks are increasing in sophistication

• Expectations are rising

• NFP/NGO’s have highly sensitive data

• Ransomware and financial threats are becoming a factor 
and can be devastating



HISTORICAL CONCERNS/PRIORITIES

1. Organisation from being prevented from working (and loss of data)

2. Organisation (and individuals) having reputation damage

3. Business Secrets and Finances being leaked out

4. Customer/Personal private data being leaked

5. Accidental leaking of sensitive data (from authorised personnel)

6. Intentional extraction/leaking of sensitive data



CLASSES OF PROTECTION

• Continuity
• Security protection to prevent/minimise outages and lost productivity, includes 

Ransoms

• Data Privacy/Security
• Preventing data from being extracted by third parties

• Data Traversal/Exfiltration Protection
• Preventing unintentional and intentional data leaks from the inside. 



TYPES OF ATTACKS

• Phishing – Attacker targets employees by email or other unsafe links or websites

• Spear-Phishing – attacker uses information specifically about a user to construct a more plausible 

Phishing attack

• Brute Force Attack – attacker tries a large list of possible (or leaked) passwords for an account or 

set of accounts

• Device Compromise – Malware on a device (virus, ransomware etc) without consent

• Lost or Stolen Device – intentional or unintended access to a device



Common Phishing



Common Phishing



MICROSOFT 
365 vs OFFICE 
365 PLANS



CORE SERVICES IN M365

Central Features of M365

• Exchange Online (Email)

• Office Software (Work, Excel, Outlook)

• Sharepoint & OneDrive (Document Storage)

• Azure AD/Intune

Assumptions?



Priorities 
Preview



Security Compliance Identity



SECURITY FEATURES

- Defender Firewall

- Defender Exploit Guard

- Defender Credential Guard

- BitLocker

- Windows Information Protection

- Microsoft Defender 365 (AKA Advanced Threat Protection)



COMPLIANCE FEATURES

- Azure Information Protection

- 365 DLP for Emails & Files

- Sensitivity Labels (Manual)

- Retention Labels (Manual)

- Litigation Hold

- Office Message Encryption (Basic)



IDENTITY FEATURES

- AD Premium (Plan1)

- On Prem AD Sync for SSO

- Cloud App Security Discovery

- MFA

- Conditional Access

- Windows Hello for Business



FOCUS FEATURES FOR TODAY

- Intune (Pre-requisite)

- MFA (Identity)

- Microsoft Defender for Office 365 (Security)

- BitLocker (Security)

- Defender Exploit Guard & Credential Guard (Security)

- Litigation Hold (Compliance)

- DLP (Compliance)



Intune (Pre-Requisite)

• Microsoft Intune is a cloud-based service that 
focuses on mobile device management (MDM) and 
mobile application management (MAM).

• You control how your organisation’s devices are 
used, including mobile phones, tablets, and laptops.

• Manage Applications

• Manage Configurations

• Manage Compliance



Identity – Multi Factor Authentication 
(MFA)

• Multifactor authentication (MFA) adds a layer of 
protection to the sign-in process. One factor 
authentication is just a password.

• Phone Call or SMS message

• App Code or Push Notification



Security – Microsoft Defender for Office 
365 (P1)

Contains the following technologies: 

• Safe Links.

• Safe Attachments for SharePoint, OneDrive, 
and Microsoft Teams, Exchange.

• Anti-Phishing

• Real-time detections



Security – BitLocker

Deployed with Intune

If computer is stolen, without the password the machine 
is useless.

If the device is stolen, the hard drive can not be taken out 
and its contents examined, as the data is encrypted.

Can set recovery key to be saved into Azure (Cloud) so if 
something happens to need the recovery key, it can be 
retrieved. 



Security – Microsoft Defender Exploit 
Guard

Deployed with Intune

• Attack Surface Reduction (ASR): A set of controls that enterprises can enable to 
prevent malware from getting on the machine by blocking Office-, script-, and email-based 
threats.

• Network Protection: Protects the endpoint against web-based threats by blocking any 
outbound process on the device to untrusted hosts/IP through Windows Defender SmartScreen.

• Controlled folder access: Protects sensitive data from ransomware by blocking 
untrusted processes from accessing your protected folders.

• Exploit Protection: A set of exploit mitigations that can be easily configured to protect 
your system and applications.

• Credential Guard: virtualization-based security to isolate secrets so that only privileged 
system software can access them.



Security – Microsoft Defender Firewall

A firewall is a network security system that 
monitors, and controls incoming and outgoing 
network traffic based on predetermined 
security rules.

Microsoft Defender Firewall can be managed 
from Intune:

- Forcing Microsoft Defender Firewall to be 
On in certain scenarios.

- Setting custom rules and pushing them out 
to all workstations.



Identity – AD Premium

Important for using Azure AD Workplace Join 
effectively:

• Allows Authentication of Workstation to 
AzureAD

Features over AD Basic:

• Custom Banned Password

• Self-Service Password reset/change/unlock



Identity - Conditional Access (& MFA)

Protects Cloud Applications from unauthorised access 
attempts.



Identity - Conditional Access (& MFA)



Compliance - Message Encryption (Basic)

Office 365 Message Encryption

Allows you to send encrypted email to 
people inside or outside your organisation, 
regardless of the destination email address 
(Gmail, Yahoo! Mail, Outlook.com, etc.)

To view encrypted messages, recipients can 
either get a one-time passcode, sign in 
with a Microsoft account, or sign in with a 
work or school account associated with 
Office 365.



Compliance – Litigation Hold

Prevents users from permanently deleting all or 
chosen content

Primary function of a Litigation Hold is to protect 
data in case there is a lawsuit in action, and some 
emails might be evidence

You can use it, as many other companies do, as a 
means to backup sensitive data, just in case



Compliance – Data Loss Prevention 
(DLP)

What is Data Loss Prevention?

Detects sensitive content as it is used and shared throughout your 
organization, in the cloud and on devices, and helps prevent 
accidental data loss

• Block
• Warn 
• Notify



Compliance – DLP Sensitive Info Types

▪ Credit cards

▪ Bank Account number

▪ Drivers License number

▪ Inland Revenue / Tax Number number

▪ Ministry of Health / Medical Account Number

▪ Drivers Social Welfare number

▪ Business / Company Number

▪ Custom

Next slide to showcase DLP warning on sending credit card info





Compliance –Sensitivity Labels

Enforce protection settings such as encryption or watermarks on labeled content. For example, 
your users can apply a Confidential label to a document or email, and that label can encrypt the content and 
apply a Confidential watermark



Compliance – Retention Labels

Here are some things you can do with retention 
labels:

• Assign a label that defines a date upon which you can either delete 
the content or trigger a disposition review.
• Use a retention label to classify content as a "record." In this case, a 
label can’t be changed or removed, and the content can’t be edited or 
deleted.
• Start a retention period from when the content is created or from the 
time when the label was applied.
• Apply a default retention label to an entire document library



Compliance – Labels Logical Workflow



Compliance – Retention



Prescription



M365 E5 – Why?

▪ Trainable Classifiers to identify content to label

▪ Automatic Sensitivity Labels

▪ Auto-apply Retention labels based on machine learning classifiers

▪ Advanced Audit & Advanced eDiscovery.

▪ Azure AD Premium P2 – Risky Sign-ins, User Risk levels, Just-in-time 

privileged access





QUESTION TIME

Maintaining the health of your I.T. system

webinar@theitteam.co.nz



Maintaining the health of your I.T. system

THANK 
YOU

the I.T. team has been in business since 2011.

Our focus has always been on offering a fresh range of I.T. related services 

and support designed to help client organisations maximise productivity and 

protect themselves from all kinds of data related risks.
theitteam.co.nz


