
Webinar: Key Security Measures for 
NFPs Implementing Remote Work
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Thank you for  jo in ing – we’ l l  be s tar t ing soon

Please note th is  webinar  may be recorded.  



WHAT WE 
WILL COVER 
TODAY?

• Importance of Security

• Overview of the variety of threats

• Real-life examples of breach attempts

• Remote working and its impact on Security

• Protection measures you need to take and how to 

get started

• The training options for your team
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About the I.T. team

• Formed in  2011

• Off ice 365 s ince i t s  incept ion

• Managed Ser v ices/ IT  suppor t

• A wide range of  IT  ser v ices

• Major  NFP base of  customers

• Prov id ing IT  ser v ices  to  NZ & Austra l ian 

organisat ions



SECURITY 
FACTS

• $600 billion, or nearly 1% of global GDP, is lost to cybercrime 
every year

• Global ransomware damage costs are expected to exceed $11.5 
billion annually by 2019

• 30% of organizations experienced a successful ransomware attack 
over the past year

• 27% of organizations encountered a CEO fraud attack in the past 
12 months

• Microsoft detect 200 million phishing emails every month

• Average age of a typical Cybercriminal is 17.
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MAJOR 
BREACHES

• Carbanak phishing attack - $1.2 billion

• Yahoo  - 3 billion records

• Adult Friend Finder – 412 million records

• eBay - 145 million records

• Equifax – 143 million records

• Ashley Madison - 60 gigabytes of company data
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WHY 
SECURITY IS 
IMPORTANT

• Data is valuable

• Consequence of Breach:
• Productivity Impact

• Financial Impact

• Reputation Impact

• One Breach will likely lead to a further breach

• Low Impact breaches tend to create the 
opportunity for a higher impact breach (often 
by other parties). 
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COMMON 
THREATS
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PHISHING

Sending emails imitating reputable companies to 
induce individuals to reveal personal information, 
such as passwords and credit card numbers

Generally the most common and popular type of 
security threat out there and the most likely to 
succeed.
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PHISHING 
EXAMPLE:
Deactivation 
Scare
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PHISHING 
EXAMPLE:
PDF Attachment 
Scam
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COVID19 
PHISHING

• Users targeted by coronavirus-themed 
phishing emails, with infected attachments 
containing fictitious 'safety measures’.

• Instead of the link containing health 
information, it instead installs malicious 
software on your device that’s designed to 
steal personal information.

• Similar emails being circulated that 
encourage people to fill in their email and 
password before they can get information 
on COVID-19. 
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PHISHING – COVID19

• Some people are receiving emails 
claiming to be from the World Health 
Organisation (WHO). 

• These emails have COVID-19 in the 
subject line, and request the recipient 
donate to the WHO COVID-19 Response 
Fund

• These mails are not from the WHO, and 
any money donated will go to the 
scammers.
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PHISHING 
EXAMPLE:
FAKE LINK
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TEXT 
MESSAGE 
SCAMS

• Reports have been received in Australia of 
COVID-19 themed scam text messages

• This link is not legitimate & may install 
malicious software designed to steal 
personal info and/or banking details.
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FAKE CORONAVIRUS 
MAPS

• Attackers claim to have a ‘coronavirus map’ application that people can 
download onto their devices

• Instead, the application is malware, designed to steal sensitive information 
from the device it is downloaded onto, such as passwords



PHISHING:
POTENTIAL FIXES

• User Education

• Multi Factor Authentication

• Mail Filtering systems

• DNS filtering (i.e. Cisco Umbrella)

Maintaining the health of your I.T. system



SPEAR 
PHISHING (AND 
WHALING)

Definition

the fraudulent practice of sending emails 
ostensibly from a known or trusted sender in 
order to induce targeted individuals to reveal 
confidential information.
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SPEAR 
PHISHING

• Spear phishing and whaling are email scams, 
but they're much harder to spot than phishing

• The emails look like they’ve come from 
someone within the company, so you’re much 
more likely to trust them

• The attacker's aim is to get information about 
your organisation, for example:

a. staff credentials

b. financial information

c. personally identifiable information (PII) about 
your customers

d. trade secrets or intellectual property (IP).

• Sometimes used as a follow on from a 
successful phishing attempt
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SIMPLE SPEAR 
PHISHING
EXAMPLE
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CASE STUDY – SIMPLE 
CEO FRAUD

From: John Smith

Sent: Monday, 13 November 2017 11:27 AM

To: Susan Brown

Subject: Urgent Attention

Are you available to handle an international

payment this morning? Have one pending, let me

know when to send bank details.

Regards

John Smith

Sent from my iPhone



CASE STUDY – SIMPLE 
CEO FRAUD

On Mon, Nov 13, 2017 at 1:33 PM, Susan Brown wrote:

Hi John,

Sorry was caught up with a project – I’m here now – can I still help?

Susan Brown

Office Admin



CASE STUDY - SIMPLE 
CEO FRAUD

On Mon, Nov 13, 2017 at 4:29 PM, John Smith wrote:

Can you still handle this right now? was very busy earlier.

Regards

John Smith

Sent from my iPhone



CASE STUDY – SIMPLE 
CEO FRAUD

On Mon, Nov 13, 2017 at 6:01 PM, Susan Brown wrote:

Hi John,

Just back – can do it for you now if that will help.

Cheers,

Susan Brown

Office Admin



CASE STUDY – SIMPLE 
CEO FRAUD

On Mon, Nov 13, 2017 at 6:48 PM, John Smith wrote:

Yes it seem to be a very busy day. The amount is for $62,120 i am guessing 

it is very late already for the transfer or can you still get it done today?

Regards

John Smith

Sent from my iPhone



CASE STUDY – SIMPLE 
CEO FRAUD

On Mon, Nov 13, 2017 at 6:58 PM, Susan Brown wrote:

Hi John,

Is it set up ready to go in PC banking?

I can’t see it there to authorise under international?

Cheers,

Susan Brown

Office Admin



CASE STUDY – SIMPLE 
CEO FRAUD

On Mon, Nov 13, 2017 at 7:05 PM, John Smith wrote:

Oh ok, please find a way around it, my day is really tied. Can I send you the 

bank details today still? Can the payment still go out?

Regards

John Smith

Sent from my iPhone



CASE STUDY – SIMPLE 
CEO FRAUD

On Mon, Nov 13, 2017 at 6:58 AM, Susan Brown wrote:

Hi John,

I can do my best but will do it from home tonight as have to leave the 

office now. Think they still go to 8 pm or so. 

Send me all the details and I’ll try but usually Mary sets them up and we 

just authorise them.

Will see what I can do – it’s no trouble as I know I can ask Mary from home 

if necessary. 

Leave it with us.

Regards,

Susan Brown

Office Admin



CASE STUDY – SIMPLE 
CEO FRAUD

On Mon, Nov 13, 2017 at 7:02 AM, John Smith wrote:

Ok then. Thanks 

NAME: Acme 

SORT CODE: 12341234 

ACCOUNT: 123412341234 

IBAN: ABCD123412341234123412341234 

SWIFT ABC:ABCD1234 

BANK: SOME BANK 

ADDRESS: 3 Somewhere Place

Send me payment slip once it is completed.

Regards

John Smith

Sent from my iPhone



CASE STUDY – SIMPLE 
CEO FRAUD

KEY POINTS

• Simple view of email address would have revealed the fraud

• Poor use of language

• Sense of urgency

• Procedure was changed

• No second channel of verification

• “No question” culture



CASE STUDY – LONG GAME 
SPEAR PHISHING EXAMPLE

Great Grapes

Weird Wine

• Hacker hacks Great Greats (contractor to Weird 

Wine) – Office 365 via phishing attempt. 

• Had access to all emails. 

• Lies dormant for several months reviewing 

behaviours

• Hacker registers domain with minor spelling error 

– wierdwine.co.nz instead of weirdwine.co.nz



CASE STUDY - COMPLEX 
SPEAR PHISHING EXAMPLE

• Hacker changes email rules so legitimate emails from WC to 

GA are diverted to deleted items.

• Hacker then sends an email from GA to WC instructing 

alternate payment details.

• WC pay the GA invoice but it goes to the Hackers account.

Great Grapes

Weird
Wine

www.weirdwine.co.nz

www.wierdwine.co.nz
(finance@wierdwine.co.nz)

http://www.wierdwine.co.nz/


CASE STUDY - COMPLEX 
SPEAR PHISHING EXAMPLE

KEY POINTS

• Smart thinking from the hacker. Registered similar domain.

• Patience - Reviewed payment behaviour for several months

• Procedure was changed

• No second channel of verification for bank details



SPEAR 
PHISHING:
POTENTIAL FIXES

• DMARC (with DKIM 
& SFP)

• Mail Filtering 
systems

• User education
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RANSOMWARE

Definition

• "a type of malware that prevents or 
limits users from accessing their 
system, either by locking the system's 
screen or by locking the users' files 
unless a ransom is paid.”
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CASE STUDY 
RANSOMWARE

RECOVERY EFFORT

• Restore from cloud backups – 36 hours 
downtime.

• Bespoke application-specific data was restored 
from a decommissioned server (lucky!).

• Productivity was crippled for this period.

MITIGATION

• Implement secured access to RDP sessions via a 
secure tunnel in the form of a VPN connection

• Only allow secured machines to access 
resources on the company network. If users 
need to work from home, use machines 
protected and managed by the company 
mandated security systems.

• Restrict users permissions/access
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PHONECALL 
SOCIAL 
ENGINEERING

• Generally phone-based requests to gain 
access. 

• Threat of virus or infection to access machine. 

• Impersonates Microsoft, Intel etc. 

• Frequently from India

• Tech support accesses computer, makes it 
appear there is breach. Requests passwords, 
credit cards. Cleans out and fixes.
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WEBCAM 
EXTORTION SCAMS

• Scam emails are asking recipients to pay 
money to the sender or they will 
circulate video footage of the recipient 
in compromising positions

• Send a copy of a legit password that has 
been found on the Dark Web

• This is a common scam, but newer 
variations are threatening to spread 
coronavirus to their family if they don’t 
pay the ransom.
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3RD PARTY SITE 
Credential 
Breach

• Linkedin

• MySpace

• Tumblr

• Adobe

• MyFitnessPal

• Many, many others
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haveibeenpwned.com

Maintaining the health of your I.T. system



3RD PARTY SITE 
Credential 
Breach
- Remedies?

POTENTIAL PROTECTIONS AND REMEDIES

• Dark Web Monitoring

• Avoid password reuse, Reset passwords that 
are similar.  

• Make changes to Password Manager 
setup/passwords

• Multi Factor Authentication
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DARK 
WEB



PRIVACY 
-DATA 
HARVESTING

Maintaining the health of your I.T. system



REMOTE WORKING 

WHAT HAS CHANGED?
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REMOTE 
WORKING

• Personal Workstations (shared with others)

• VPN’s (esp. with Shared Workstations)

• Firewall and basic security settings on home 
machines

• Workstations not on your Domain

• Lack of MFA (due to rapid deployment)

• Personal devices accessing company networks 
and data 
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REMOTE 
WORKING

• Targeted Phishing Attempts related to Remote 
Working

• More isolation for people to fall victim (more 
in further slides)

• Services like Zoom are particularly vulnerable 
to Phishing at present
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REMOTE 
WORKING

• Is sensitive data being stored where it 
shouldn’t be?

• Storing business docs on Personal 
Workstations (also could have Backup issues)

• Rapidly setup Teams/Sharepoint/DropBox
instances with Permissions issues
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REMOTE 
WORKING
ISOLATION

• Users are Isolated

• Harder to ask for help

• Natural chatter when something dodgy occurs 
is reduced

• More difficult to determine when users are 
struggling technically

• Approvals are more likely to be via email than 
before

• In an emergency situation lapses are 
understandable but at a certain point we need 
to bring standards back.
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REMOTE 
WORKING –
SECURITY 
QUICK WINS

• Ensure minimum protection on home 
workstations – Antivirus, Separate Accounts, 
Up to Date, Firewalls enabled. 

• Get MFA operational on your email service and 
any other key services. 

• Plan Permissions structure review (if new 
services exist). 

• Consider your protection against Phishing, 
options exist. 

• Consider policies for your organisations/staff 
(i.e. BYOD)  

• Encourage check ins and verifications to occur 
even more than before

• Encourage sharing of experiences
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VIDEO CALLING & 
CONFERENCING

• Zoom, Teams, Skype, Messenger Video, 
WhatsApp all broadly used

• Zoom the most popular, gone from 10 million 
daily users in December 2019, to 200 million in 
March 2020.

• Rapid uptake from users and organisations

• Easy to get started

• Little training given

• Struggling users more isolated

• Issues with tech and lack of understanding of 
security heightened
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ZOOM BOMBING

• Zoom bombing is shorthand for when 
strangers intrude on others' meetings 
on Zoom.

• Sometimes, they might just listen in 
without anyone knowing they're there.

• Other times, they totally disrupt the 
meetings in silly or even threatening 
ways.
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BORIS WAS ZOOM 
BOMBED



ZOOM BOMBING –
WHAT HAVE THEY
DONE?

• Changed its default settings so that every meeting is 
automatically assigned a required password to enter it

• A "waiting room" feature is now automatically enabled 
when you set up a meeting. This prevents users from 
joining a call before they've been screened by the 
host

• The meeting ID code is not shown in the title bar 
during a Zoom meeting.

• If you want to be super-secure you should change up 
your meeting ID with every call and password too.

• Moving rapidly to fix security and privacy issues in next 
90 days, moratorium on feature enhancement until 
that is completed.
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WHAT ABOUT MS TEAMS?

• 20 million daily active users (Nov) to 44 million (April)

• Security a cornerstone of the Office 365 suite.

• You can decide who from outside your organisation can 
join your meetings directly, and who should wait in the 
lobby for someone to let them in

• You can remove participants during a meeting

• Designate 'presenters' and 'attendees', and control which 
meeting participants can present content

• Teams doesn't use data to serve ads and it does not track 
participants' attention in meetings (Zoom has previously)

• Teams encrypts data in transit and at rest (SRTP)
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PROTECTION 
MEASURES
- DEVICE

Install software updates

• Keeping your devices and software up-to-date is one of the most 
effective things you can do to keep your system safe. You need to 
make sure:

Secure your devices

• Enable anti-malware software on any device that accesses your 
business data or systems. It prevents malicious software — such as 
viruses or ransomware — from being downloaded. This includes 
both company owned devices and any BYOD devices that belong to 
your staff. Malware’s easier to avoid than it is to fix, and there are 
some simple things you can do to minimise your risk.

Back up your data

• If you run a business, you know how important it is to keep your 
data safe. If it’s compromised in any way — if it’s lost, leaked or 
stolen, for example — you need to make sure you have a backup, 
or copy, available so you can restore it.
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PROTECTION 
MEASURES
- NETWORK

Network

• With cloud systems being used so much these days, business 
networks are much smaller than before. Cloud systems are all 
internet based, but some organisations may still have a few servers 
hosting software that’s only accessible from the office. Others may 
host their web applications in a cloud environment like Amazon 
Web Services (AWS).

Log Access

• when an incident may be about to occur — for example, when 
you’ve had multiple failed logons to your network, or

• when an incident has occurred — like a logon from an unknown IP 
address in Uzbekistan.

Update your default credentials

• Default credentials are login details that give the user 
administrator-level access to a product. They should only be used 
for the initial setup, and then changed afterwards. 
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PROTECTION 
MEASURES
- USERS & 
POLICY

• No matter how well you prepare, 
sometimes things go wrong. Plan 
before to reduce stress at the time.

• Require notifications from staff –
Included in company policy.

• Response Plan – Plan how to respond.

• Breach notification – Plan how to 
notify people affected.
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PROTECTION 
MEASURES
- TECHNOLOGY

• MFA 

• DKIM/DMARC

• DNS Filtering

• 365 Backup

• Quarantine system in office 365

• Azure AD / Domain

• Office 365 Score
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TRAINING

• Consider the wider team

• People are the weakest point

• Most organisations are victims of Phishing 
Attacks. 

• Culture of questioning. Top down

• Training on at home risks

• Training on the different types of threats
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TRAINING
• Phishing Simulators can be good educators

• Individual or Classroom style sessions

• Catered to your organisation
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COMMON 
QUESTIONS

• What's single most impactful thing we could 
do today

• Would you recommend Teams or Zoom for 
remote working?

• How important is antivirus?

• How important is DNS Filtering (Cisco 
Umbrella, Open DNS)

• What about Backups? (and Office 365 
Backups)
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QUESTION TIME
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THANK 
YOU

the I.T. team has been in business since 2004 .

Our focus has always been on offering a fresh range of I.T. related services 

and support designed to help client organisations maximise productivity and 

protect themselves from all kinds of data related risks.
theitteam.co.nz



HOW TO 
PREVENT 
PHISHING 
ATTEMPTS

• Check the sender's email address. Are they who they 
claim to be? Check that their contact name matches the 
actual email address they’re sending from.

• Try not to click or tap! If it’s a link and you’re on a 
computer, take advantage of your mouse’s hover to closely 
inspect the domain address before clicking on them.

• Try not to download files from unfamiliar people. Avoid 
opening attachments from any external email addresses or 
phone numbers.

• Get someone else’s opinion. Ask a co-worker: Were we 
expecting an email from this sender? Or ask a friend: Does 
this email look strange to you? A good practice is to use a 
different medium to verify (for example, if you receive a 
strange email claiming to be your friend, try calling your 
friend over the phone to double-check that it’s from 
them).
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HOW TO 
PREVENT 
PHISHING 
ATTEMPTS

• Protect your passwords and login credentials, don’t enter 
these into any websites relating to the COVID-19 virus

• Keep your devices up-to-date

• Keep your anti-virus up to date and run regular checks
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